Security Console




Agenda

This course will provide basic instruction for security administration

® This course will cover:
® Basic Security Console functions
® Security Roles and Entity Class configuration
@ Differences in Windows and Web Security
® Adding a User
® Assigning security to a user
® Entity class and Site ID interaction
® Best practices for security
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The Basics

In this section we will cover:

Logging into the Security Console
Security Console overview
Reports

Synchronize Security

Locks

Clear Workstation
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Logging into the Security Console

® Option 1. On the login screen (available if you do not have
network login enabled).

ZIMRI for Windows Login =101 ]
Client ID; |11gums =l | Bemoveld

User Marne: Igggaber

® Option 2: Onthe home screen of the MRI application in the

W Bl Intuit Real Estate Solutions (4.0.0)
File Options | Utiities Inguiry Services Help

Change User Preferences
|: Secutity Console
= Display Locks m
® Both will bring you to the same interface: I I . .

REAL ESTATE SOFTWARE




Security Console

You must select a

% Security and System Administration Console - |EI|5|
Fil= Reports d atab aS e to g et
System Database 1 started. If no
- Usger ID Full Mame Locked |Admin | Metwork Login | = .
! { MLADSON Melanie Ladson O O d atab ase IS
Db Secuiy = MLADSOMTST Melanie Ladson g g g Se I ected O u Wi I I
; ‘ MLAWSON Mark, Lawzon
E"F‘D'Z 53'3“”3 ! MLLISI Mark Luisi O O O ! y
~Access Uptians MMLSE, Michells Musk. ] O
""';1'3':'“ MMUSKTST Michelle Musk O O O See the Ieft
ol abies MPEREZ tel Perez O O I
HEF'_C'“S MPUSHCARTPC Mike Pushcarovich 3 O O O WI n d OW g ra'yed
-~ Enlities MSTAMTON Mark Stanton O O 0 ut
~Additional Acoess MSLUBEMAR Meera Subramaniam O O .
E'DPETPM***CCBSS " MTAYLOR Mary Kavach a O O
- Project Management Aoces MTHOMAS Matthew Thamas O O O .
E""t_?agls ﬁ':_'t:ESS MTHOMASTST Matthew Thomas O O U nt| | yO use | eCt a
- Enlity ecunty MTHRANE Mike T hrane ] O J
- wieh Services MZITMIK btk Zitrak O O d atab ase y yO ur
-~ Property Security , NCOWSTAN Nick Comstantino O O O
F'rcqeu:_t Mantagement Security || MHASSAM Wabeel Hassan 0 0O 0O acce SS b u tto n S
- Becurity Assignments MSFRFTEST MSPRFTEST 0 0O 0O -
Depy NS TEST NS Tes O 0 O will be grayed out.
E"E”‘_S o - NTAHIRTPC Magash Tahir O O O
l | » OTUS ey DYITUS 0 0 0 .
— Database |nformation [_a’_'\iﬁALIEHE E‘eter f’-'«n_alore g 9 9 _Ij T h e | arg e m I d d | e
1 b . . .
R | section will list all
addl | [ Ed Loy | | eete |
of your users.
|S5EABER | Mo Database Selected | [ 53 AM | 482000
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Reports

%] Security and System
o | EEPEHE ¢ format
Excel Reports

audit Reporks 1 o
IE ser Reports

Excel reports:
There are 3 Excel report
options:
» Effective User Security
Report
» Role/Class Security Report
» User Access

Advanced Security Report Options

r Selection
Roles/Claszes Selected 1]

Role/Class | Description [1]=
_IMPORT Import F
_QRYUP Query Update F
_ToaLkIT App Toolkit F
CLASST Adrninistrator F
CLASS2 Conzulkant F
CLASS3 Wigww Only F
MRI_COMTRACTOR  Contractor F
MRI_SECADMIM MetSource Sec Ops Team  F
MRI_SPCL Specialist F
MRI_SPCUE. MRl Specializt LK, F
MRI_SUP Support oo
MRI_TRM Training F
MOACCESS Mo access class

FROJPL Praoject FL ET
4 | ®

Auditing must be turned on for Audit report to be active.

— Report Dptions
[~ Menu

[~ Additional
[~ Tahbles

[~ Reports
[~ Basis

[~ Entity

[~ Property
[~ Project

Excel reports are various security reports available in Excel

{* Role/Class Security Feport

Report Type
i~ Effective User Security Report
= Userbccess

i Process i

Catcel |

There are three report categories: Excel, Audit, and User,

User reports are various reports regarding user access and can
be saved in multiple formats.
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Reports

U S e r R e p O rtS . Advanced Security Report Options x|
) — Selection — Report Options
. . Uszers Selected 0 {* User dccess
® Three user report OpthnS. User D TFullName 2] | | € User Acosss by RolerClass
AANDERSD Andrea Anderson _| || MRl Lagin Repart
ABIESIADECK] Aileen Biesiadecki
ABISBEE Annette Bizhee
U A ACLINE Ay Cline
. S e r Cce SS AFRAME Alex Frank
AGLASS P Gl
® User Access by sHOWELL btson Hawel .
ALESKD Amorous Lesko ~ Dates
R (@) I e / C I ass ALOCKLAR Amanda Locklar Begin: End
. AMCCORD Armnelia MeCard |1 222009 j |E|1 FARS2M0 j
ASPAMNMN Anbworne Spann
. M RI Log I n Report AFOLATPC Alew Zola —~ Security Type
BAMRBEIHM Brian Amnreihn & Aole
BBRIGADIER Benton Brigadier
BDALGHER Brian Diaugherty =l || e Eniw
® Reports are saved IN 0N Ol _swan | st
. C |
three formats: [ G|

® PDF
® HTML

E =part to:
® RTF ( PDF HTML | RTF
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Synchronize Security

® Synchronize Security will functionally | Hle. Reports
refresh security for all users P
@ What might this be used for? Mew Database
Upgrade Database
® Synchronize Security utilizes significant gl (L0 P
resources, so use this with caution 2vnchronize Security

imuesk Serial Mumbers

Exit

CR TN R T I BN A PRI TR R N TR ]

! Synchronizing Security

Ilpdating Securty Information For User BEHOR
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Locks

Lock functions:

L 0 C kS O C C u r b eC au S e: Project Management Acces

H 0 W to C | ear : — D atabase Information

%¥ Security and System Administration Console

Prevent data corruption ce_gepon

en  Databaso

(=[S

Prevent SChema Changes by SECMODEL404 ~] | [FEFERENCE [LOCKKEY [PROGRAM [USERID | WaiD]

TASKID]

- hocess O plionz ;I

multiple users 1

Allow proper updating to tables Wi

Additional Access
- Property Access

----- Basis Acoess
- Entity S ecurity

. b Services
Program function e
- Project Management Security

Task shut down incorrectly o Secuysirments

- Everts

User session lost e

- workstations

< I

21 active windows users
2 active web users &

Select database

Click Locks [SSEABER [SECMODEL4D4 |

1:36 FM |

/2720 4

Right panel populates with tasks

Choose the correct lock and click
Clear Lock(s)

Be careful of the locks you clear
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The workstation tracks
active and inactive MR
sessions.

Status:

® (A)Active

® (AW) Active Web

® () Inactive

Active records (A or AW)

utilize a concurrent user
on your license.

Caution should be used
when clearing active
sessions.

Clear Workstation

%7 security and System Administration Console =18 x|
File Reports
S Database
SECMODEL404 d| WwKSID| USERID [ LOGINTIME] LOGOUTTIME| STATUS | SERVERNAME [« |
1300 JMACK, /2772010 %21:23 AM & NSTS05]
Al 1225 PSMITH 172772010 31716 AM A NSTS031
1102 JLANGEZ 172772010 31 0:41 AM A NSTS054
3373 JJONES 142742010 5:45:50 AM & NSTS07E
2795 SMORIKAWAT 1272010 B03:53 AM 4 NSTS050
2322 DOSSEGE /272010 7:28:42 AM A NS TS0
1257 JwILSON 1/26/2010 35316 PM A NSTS107
i 4000 JMACK, 1/26/2010 24309 PM A NST5052
Project Management Acces 3642 FALBAN 1/26/201012:09:45 FM A NSTS075
; ! £44 FALEAN /2642010 54355 AM 4 NSTS090
~Entiy Securty 2637 DOSSEGE 1/26/2010 7.57.38 AM A NSTS061
Wb Services 4465 CHAMPTON | 1/27/2010 1:48:25 PM 1/27/2010 1:50:00 PM | NSTS078
-~ Prapetty Security ) 4341 PSHAGAWS,  1/27/201011352PM  1/27/2010 11414 PM | NSTS094
+Prafect Management Securiy 4040 MSUBMAR /27201 01:0340 P 1/27/2010 10613 FM | NSTS050
- Securiy Assignments 3098 WWILHELM2 | 1/27/201012:2813 PM 1/27/20101235 11 PM | NSTS107
Display 4454 PCRAVEN 1/27/2010 12:24:20 PM 1/27/201012:40:17 PM | NSTS089
+Events 4013 PCRAVEN 172772010 11:33:26 AM 1/27/201011:51:37 AM | NSTS078
< Rurring Tasks 3284 CGLINSKI 142742010 11:38:55 M 1/27/2010 11:43:38 AM | NSTS092
Locks 3254 DRUFF 1427200 11:36:52 &M 1/27/201011:50:25 M | NS TS0
4089 DHAMPTON  1/27/201010:47:51 AM 1/27/201011:28:57 AM | NSTSI07
. |3 4061 JMUNRO 1/27/2000 10:44:14 AM 1/27/201011:30:51 AM | NSTS075
- 42 SWALLACE  1/27/201010:16:32 &M 1/27/2010 5:25:03 PM | NST5085
i~ Database Information Aann e AR 44m7 4m A ALEE. A Akd| 4 AT A4 A AT AN AL ] neTennn hd
22 active windows uzers 4 I I _’I—I
0 active web users
[Clear | Femove |
[SSEARER [SECMODEL4D4 | Z08PM | 17272000
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Security and System Administration

In this section we will cover:
Web vs. Windows

Managing Security Roles
Managing Entity Classes
Adding Users

Assigning rights to user ID’s

Setting up Web security
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Web vs. Windows Security

What is shared:

® Tables access

® Reports access

® Entity access

@ Additional Access options
What is not shared:

® Menu access

® Reports access
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Managing Security Roles

Let’'s create a new security
role:

® Select Database Securlty

EI Fh:nle Securlt_l,l

- Aooess Ophions

- Menus

- Tahles

- Reports

- Entitiez

- Additional Access

- Property dccess

- Project Management Acces
- Bagiz Access

® Selectthe Role tab

® Clickthe Add button

Add Mew Role

Databasze Security Details

¥ Security Enabled
Global Role

Roles 1 Entity Classes 1 Froperty Claszes 1 Project Classes —’||

Add Copy | Delete |

Role | Description |

_IMPORT Import

_ORYUP Query Update

_TooLkIT App Toolkit

CLASS1 Administrator

CLASS2 Consultant

CLASS3 Wiew Only

MRI_CONTRACTO  Contractar
MRAI_SECADMIN -+ MetSource Sec Ops Team

MRI_SPCL Specialist
MRI_SPCUK MR Specialist UK
MRI_SUP Support
MRI_TAM Training
WOACCESS Mo access class

RACH Rach Test

M ame ||

Dezcriphion I

Sawve and Sdd Hew Cancel

Save |

« Type in the Name of the new security role.

Type in a meaningful description for the role.

You can also copy an existing role or delete a role
in this window.
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Managing Security Roles

Now to set up security for the new role

Access Options For role: TESTROLE il
. Select Access Optlons_ [ Dizable Mavigator menu far this Role
|lzer M anager [~ Praotected Raole
Databasze Security S euty Elemert
[] Table
[ Menu
. Eritity
- Tables |:| Reports
- Reparts L | s Additional Access
- Entities Basiz
- tydditional Access LRE Praperty Access
Project Management Access
- Property Access
F'ru:u|,3u:t b anagement Access Save Cancel
- Basis Accers

® In the dropdown box, select the role.

® You will notice that by default, when a new role is created, all security
sections are checked, which means Global Access has been granted.
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Managing Security Roles

Menu Security

® Select Menus

Menu Accezs For role:

I1zer Manager
Databaze Securty
=-Role Security

- Bocess I:Iptn:lns

Tables

- Reportg

- Entities

- Additional Access

- Property Access

- Project Management Access
- Basgis Aocess

Menu Group [ pp)

E MAIN

Application Toalkit

&% Gereral Ledger

48 MR Utiities

YiewPoint]

-- Accounts Papable
Fiezsidential Management
a8 Custom

-- Reparts

“-fu% ForeSightl

-- Distributive Processing
-- JobCost

“ad Exit

-- Corporate &R

-- Commercial M anagernent
B LeaseFlow

kAN
Application Toolkit
General Ledger
‘r” MR Utilities
e Wiew/Edit D'ata
----- v MRl Query
----- + Import D ata
----- \f E=port Data
= Corvert
Cabinet Malker
Databaze Design
Upzize
CagxF
Diocument Storage
----- \f Avdit Trail
WiewPoint]
Accounts Payable
[+]- Residential Management
Custom
[+]- Reportz
FareSightl
Fl- Drigtributive Processing
[+ JobCogt
[+]- Corporate &8
Cornmercial Management

LeaseFlow
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Managing Security Roles

Table access

. SeleCt Tables User Manager

D atabaze Security

= Role Securty

- Aocess Options
- b ez

- Reports

- Entities

- pdditional Access

- Property Adccess

- Project Management docess
- Basiz Access

® Tables can be granted Full, View, Add, Update, or Delete access.
This defines the rights a user has to the data in a specific table.

Filter by || j
[F [w [& |0 |D [tppID | Table Name | Description
4| [0 O O O [ BASE ACCOUMT Account Table
= [ O 00 O [ BASE ACCOUNTADDR Account Addresses
4r| [ OO0 [ [ BASE ACCOUMTASSOCFE Account Azsociation
4r| [0 O O O [ BASE ACCOUMTCONT Account Contact
= [ 00 00 O [ BASE ACCOUNTTYPE Account Types
== OO 0O/0O O AP ACCTGRPRULEHDR Aecount Group Rule Header
| OO 0O/0O O AP ACCTGRPRULES Account Group Rules
<+ OO0 0O OGL ACCTREL Account Relationships
= OO0 00OaP ACCTRULEDTL Aceount Rule Detail
| [ O OO C MRMEE  ACHBATCH ACH Batch Header and Foater Infa
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Managing Security Roles

Report Access

® Select Reports.

Uszer Manager
Dratabaze Security
=-Rale Securty

- focegs Ophons
- Menus

- T ables

eports

- Enkities

- Additional Access

- Property Access

- Project Management Access
- Bagiz Aocess

Report Access for role: TESTROLE -
it by |

Aocess | Gpp (D | Repart |0

| Description

I o o o

AP
AP
AP
AP
AP
AP
BASE
AH
AP
AP
AP

1CKBIGET
1CEBSTIC
1CEBSTHEMO
1CKTARST
1CETOP25T
ZCHELET

ADMVSECLSERS

AH_CERTLST
CEIUFS
CEIUFES
CRCPYLGL

1 Check Big Stub

1 Check Big Stub wAlob Cost [nfo
1 Check Big Stub wetdemo Fizld
Check on top with 1 ztub

Check on top with 2 stubsz

Two Checks on Letter Size

IJzer Class Lizting for Advanced Security
Certification Ligting

Check With 1 Stub

Check with 2 Stubs

Check with Copy Leqal Size

® Reports have two statuses: Enabled and Disabled. If the reportis
checked, access has been granted in Windows.
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Managing Security Roles

Additional Access
® Select Additional Access

Filter by | |
LI zer M anager Access |App D | Description =
. AH Prevent modifization of recuring HUD charges
D atEII:IEISE-' 5 El:u”t-lrl AP Allaw entry of manual check payments

AP Allow entry of paid invoices
AP Allov entry of bank statement adjustments

- Role Security
- Aocess Options

AP Allow link, for wiewing orginal invoices in third-party systems
M AP Allow rmodification to starting check number when printing checks
o MIERLE . B
AR Allow entry of charge during corporate receipts
T ahhgg BASE  Allow deletion of reports that user does not cwn
BASE  Allow data export
- R eports BASE  Allow data import
E rltitiES Allowy rodification of databaze via MBIGRY

BASE  Allow entry, deletion, and modification of merge documents

A dditional Bcocess BASE  Allow Web Service Stored Procedure Calls

. BASE  Allow saving of pick list lapouts. —
-~ Basiz Access BASE  Allow Wb Service AP Calls
PTDI:IE-'rt_lr' .":".CCE!SS BASE  Allow modifization and deletion of existing queries

Chd Allove entry of security deposit adjustments
CH Allow modification of batch contral amounts

[ODooooOoooooooooogoo
m
&
m

- Project Management Access

® Additional Access options have two statuses: Enabled and Disabled. If
the option is checked, access has been granted in Windows.

® Additional access options control many MRI features that are not
specifically controlled by menu buttons, table access, or report access.

REAL ESTATE SOFTWARE



Managing Entity Classes

Lets create a new entity class:

® Select Database Security

Izer Manager

D atabase S ecurity
- Raole Security

- Aecess Options
- hEnus

- T ables

- Reports

- Entities

- Additional Access

- Property Access

- Project Management Accessz
- Bagis Aocess

- Entity Security

® Select the Entity Classes tab, and then

click the Add button.

W Security Enabled

Global Role
hd
4] Entity Clazzes 1 Froperty Classes 1 Project Classes 1 wieh Service 1

Add I Copy | Delete |

Entity Clazs | Description |

FROJPL Praject PL

FROJPT Praject PT

REACHEMEITY Entity

Add Mew Entity Class

MName |TESTCLASS

D escription ITest Entity Class

Save | Save and Add New Cancel |

 Add New Entity Class opens.

« Give the new entity class a
meaningful name and
description.

] Entity Clazses ] Propert

| Description
Froject PL
Froject PT

Entity Clasz
PROJPL
PROJPT

TESTCLASS

Test Entity Clazs

REACHEMEITY Entity .
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Managing Entity Classes

Now that the class has been created we can make some changes
to it.

® Select Entity Security

® Use the dropdown menu at the top to select your entity class:

Uzer Manager

Databaze Security

5 ole Secuy
- Aocezs Optiohs

- Menus
- Tables Assign by [ENTITY =]
- Reports

- Enfities |
- Additional Access

- Property Access

- Project Management Access
- Basiz Access

B E ritity Security

Entity Class | EERIRIEE

Y |ID |De3criptinn
[ ooooi1 Rach Marie
[[] 0002 Rach Aderhold
O
]

PLOT Could be
PTOZ Baught

F

O
O
O
O

m\
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Managing Entity Classes

® You will see 4 columns. F for full access, V for view access, ID for
the entity ID, and Description which contains the entity description.

F v D D escription
(] 000011 Rach Marie

00001 Rach Aderhold

[l
[(1iwEPLOT  Could be
[]

L] PTOZ2 Bought

® Depending on your license you might also have Property Security
or Project Management Security. These function in a similar way to

Entity Class. _ _
- Property Security

- Project Management Security

m\
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Entity Class and Site ID

Similarities , Differences, and how do they work
together?

® Both function as a simple filter only allowing users to
see data from specific entities.

® Entity classes act as a simple filter only.

® Site ID’s have added functionality including:
® home office status vs. site status
® Approval rights for various modules
® Site specific vendors, banks etc.

® Employing both will double-filter the user. The user will
only see the Entities shared by both Entity Class and

Site ID. m .
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Adding a User

) %3 Security and System Administration Console =10zl
Let’s add a user.
Systm Database
SECKMODEL404 j Uszer 1D |Fu|| Mame |F|0Ie | Entity | Mamed License |Inquir}l User |Locked |.lﬂ
. Se eCt User SSEABER Sean Seaber MR O O O
. . = SSEABERTST  Sean Seaber MRL O O O
Database Security SSEABERTSTZ Sean Seaber /MR O O O
M an ag er =l Role Security SSEABERTSTI Sean Seaber MR O O O
- Aecess Dptions S5MITH Steve Smith MND& O O O
- Menus STAKAHASHI  Shinwa Takahashi MR O O O
. - Tables STAKAHASHITS Shinga Takahashi /MR O O O
. T h e n C | I C k th e Ad d - Reports STORRESTCP  Santos Tores MDA O O O
- Entities STSE Saman Tse NOA O O O
-~ Additional Access STWCGE Wb Service Guest Card O O O
b u tto n - Property Access SUZSMITH  Suzarne Srith MMOA O O O
 Project M anagement Acces SWALLACE  Stephan Wallace MR O O O
 Basis Access TBILA Torm Bila MMOA O O O
-~ Entity Security TCARBOME  Ted Carbane MR O O O
. . ~wfeb Services TCARBOME?  Ted Carbone /MR O O
. T h IS WI | | O p en th e  Property Securiy _ TCOHEN Tamara Cohen MDA O O O
- Project Management Security | | | TICCARTN Teresa MCoartrey MR O O O
. - Security Assignments TSMITH Theresa Smith /MR O O O
N ew U ser D etal I Display TYONGTPC  ThaiVong /NOA, O O O
rBvenls = TWATSON Tam W/ atsan MR O O O J
4] | _>|_I TWATSON?  tam watson MR O O
screen. “Datdbase romaten VOKEEFE _Vighia OKecl ML = I
3 active windows users 1 f 4
0 active web uzers Iﬁ
add | Bt | Lo | Delte |
[SSEABER [SECMODEL404 | | Z03FM | amenn
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Adding a User

User ID

Full Name

Password

Default View

Default Database
Network Login

Force Password Change
Disable Login
Locked/Failed Login
Allow Application Unlocks
Web Service User
Administrator

Named User License
Inquiry User

IRES Support

Il User Detail

Client ID 1100NTS

Jzer 1D ||"|

Full Mame | Z

Passwaord | q

Werify Pazzword I

ﬁ Metwark Login

7]7 Force Password Change

[~ Dizable Login$
= Locked/Failed Cogin

Copy |

=gl x|

Delete |

Il Administratoﬁ

[ Inguiry User‘l

[~ IRES Support
[~ Allow Application Unlncks1 0 1 5D

[~ Mamed User,L

ﬁ%sq 3

Default Vi 1
slai e I 4 1|_ “Web Services User
Drefault Databaze I b j
Securty Assignments T Administrator Rights
Assign Security in I SECMODEL404 j
Menu Group I j Property Class I j
Entity Class I j Project Class I j
Available Roles Azzsigned Roles
Role | Diescription |« Fole | Description |
_IMPORT Irnpart
_GRYUP Query Update
_TOaLkIT App T oalkit
CLASST Adrninistrator — ;I
CLasSs2 Caonzultant < |
CLASS3 Wiew Oy
MRI_COMTRACTOR  Contractor
MRI_SECADMIN MetSource Sec Ops Team LI
Save and Sdd few Save LCancel Apply |

m\
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Adding a User

Il User Detail _ ol =l
Menu Group Client ID 110DNTS Cany | Delete |
. User ID ||
E ntlty C | aSS Full Marme | [~ Mebwark Login [~ Administrator
o d [¥ Force Password Change [~ MWamed Uszer License
. asawol I [~ Dizable Login [ Inquiny User
Aval | able ROIeS Werify Pazswond | [T Locked/Failed Login [~ IRES Suppart
Default View [T Allow &pplication Unlocks
I [~ web Services User
Admi nistrator Default Databaze I j 4
1 Secunty Assignments T Adrmiristrator Rights
R I g htS Aszsign Securty in ISEEMDDEL4D4 j 5
. . . Menu Group I "I j Property Class I b j
ASS I g n Secu rlty I n Entity Class I Z j Project Class I 7 j
3 Available Roles Aszzigned Holes
P rO pe rty C | a-SS Foale | Descriptian | - Rale | Descriptian |
_IMPORT |mport
. _GRYUP [uery Update
_TOOLEIT App Toalkit
Project Class 5
CLASST Adrminigtrator ==
. CLASS? Consultant < 8
CLaSS53 Wiew Only
ASSIQned ROleS MRI_COMTRACTOR  Contractor
MRI_SECADMIN MetSource Sec Ops Team j
Save and SddHew Save LCancel Spply
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Adding a User

Administrator rights

Full Access to User Manager

Full Access to Database Security
Reset Passwords

Assign Protected Role

Assign Roles and Classes

Export Roles and Classes

Allow Application Upgrades

Assign User and Database Security Rights
Assign Database Administration Rights
Assign System Administration Rights
Clear/Remove Workstation

View/Edit Database Information
Upgrade Database

Create New Database

Delete Database

System Security

License Administration

System Password Options

Security Aszignments T

Administrator Rights

|.&ccess

[] = User and Database Security
Full ccess to User Manager

Full Access to Database Security
Reset Passwords

Azgign Protected Role

Agzzign Floles and Clazses

Export Roles and Claszes

Allow Application Upgrades

Agzign User and Database Security Rights
Agzzign Database Administration Rights
Agzign Systern Administration Rights
Clear/Remaove Workstations

[ = Database Administration

[ Wiew/Edit Databaze Information

[ Upgrade Databaze

[] Create New Database

[ Delete Database

[ = System Administration Settings
[ System Securty

[0 License Adrminiztation

O System Password Options

Ooooooooooo
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Web Menu Security

2 intuit Real Estate Solutions (4.0.0)
| Eile Options Utilitizs  Inquiry Services Help

Intuit Real Estate Solutions

WiewP oint™
ForeSight™
Commercial Management
Residential Management
Accounts Payable
General Ledger

JobCost

Coarparate AR

Distributive Pracessing

MR Utilities Reports

—lof x|

I Enter Menu Name: | Current D atabase: SECMODEL404 SSEABER

:| Click to Load Screen/Program

This will open the
Web Design
interface

To open Web Design,
select Application

Toolkit, then select Web

Design.

&% Application Toolkit 0] x|

Database Design

henuDesign™ /

Repar‘[DesignT"
Web esign
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Web Menu Security

Select File on the top menu bar, then

File Edit Options ‘Window Help

select Customize Menus. Ty

Cpen Ackivity Group ChrH-O

Close the pop-up for “Select Existing lose Activy Group
M e n u 7 Close Default Object Skyles

Delete Activity Group

This brings us to the Web Menu Design coue caks
I nte rface . Copy Ackivity GroupiMenus

oy Ackivity Group Page:

. Web Menu Design x| Copy Object Style...
File Role Customize
Mew Customize Fage Links
Open Activity Group Menu j iZusktomize Menus

Open Setup Menu ‘Weh Options
— o & mEnu Title: Ik [~ Static

Open Global Mavigation Menu I I web Reports

Open Application Menu

Sction | Repart Groups
Discard Changes Rebuild Pages
Applicatior: | cati i
Delete pplication: [ Application Master Menu Lock Ackivity Group

Archive menu

Hide Test: (non-page specific server expressions only)

Reestare From archive

Exjt ChrlH-x

o Under File, you can select:
* Open Setup Menu
 Open Global Navigation Menu

e Open Application Menu
ﬂl gosel
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Web Menu Security

This will populate the left
hand window with the
navigation menu.

You can select then right-click
on a menu item to open the
options menu.

We will select Customize to
change who has rights to this
menu item.

&, Web Menu Design

File Role  Customize

Role:  |Defauft

j Master Menu

[N T

Right mouse click on menu item for a menu

Commercial Managemery
= General Maintenant
it of Messzur:
Unit of Measure
= Tranzaction Classif

Title: ICommerciaI Management

;l Action |ROIes I Users | Cther I

Insert Mew Ikem Above
Insert Mew Ikem Below

Icd:

hRI_G [~ Static

IND ction

[

Insert Mew Child Ikem
Insert Separatar Below

Concession Ca
Income Categol
Prepayment Ca

Renarme
Delete

Sec. Dep. Incor
Sec. Dep. Rece
= Lookup List Mainter

Customize Roles/Users

Cuskamize

Pritme Interest F
Lanclords
liLeaze} Addre
Hlease}Cost T
Managers

Zuk

Copy

Faste Above
Faste Belaw
Faste Child

IMaster Occupsrt

MAICS Codes
Mational Tenants
Option Types

1]

o

Save | Close |
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Web Menu Security

How do | change the menu security?

. Web Menu Design x|

File Role Customize

Role: |Default j Master Menu TR Menu

Fight mouse click on menu item for & menu Title: ICummercia anagement I IC_Q [~ Static

[F Commercial Mansgemert Action  Foles Llsersl Ortherl

= General Maintenance
Unit of Measures

, ) = Al Roles " Include List = Exclude List
Unit of Measure Conversion
[= Transaction Classification Maintenance Acdministrato ]
Concession Categories AF'F' Toolkit [ TOOLWTJ
Income Categaries Conzultant (CLASS2

Cartractar (MR CONTRACTOR)
Impart {_IMPORT)
MRl Specialist UK (MRI_SPEUK)

Prepayment Categories
Sec. Dep. Income Categories

=ec. Dep. Receipt Categories NetSource Sec Ops Team (MRI_SECADMI) 3
[=l Lookup List Mairtensnce Mo access class (NOACCESS)

Prime Interest Rates Guery Update (_GRYUP)

Landlords Rach Test (RACH)

HLease} Lddresses gpemarl-;sgh.ﬁg:ﬂs—g;‘fu

Ugpo :
HLease} Cost Types Test Role (TESTROLE]
Managers

Training (MRI_TRM)

Master Occupants
MAICE Codes
Mational Tenants

Option Types -
1| | v

Save | Close |
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Web Enable Reports

How do | web enable a report?

From the Web Design main
page, select File then Web
Reports

EWeh Design [Security Model

|Ei|e Edit Options Window Help
Mew Ackivity Group

Dpen Activity Group Chrl 0
Zlose Activity Group
Clase Refault ©hjeck Styles

Delete Activity Group

Saye Chrl+5

Copy Ackivity GroupfMenus
Copy Ackivity Group Page
Copy Chiject Skyle. .. 4

Customize Fage Links
Cuskamize Menus ’
Wb Options

Report Groups
Rebuild PFages
Lok Schivity Graup

Exit Chrl+3

Search Save Cancel |

W, Web Reports =lalx|
Role lm Checked reports will be available onthe web. Right mouse click on repart for options:
- [:l Report Id Report Mame | Weh Page I -
{10 Accounts Paysble O aovsECUsERS User Class Listing for Advanced Security
[ (] Advanced Retai #H_CERTLST Certification Listing
{10 Affordiable Housing OcLassrer Advanced Securtty Class Detfintions Rep.
(3 Base Pracluct CRE_AVAILOPT Al valiable Opfions CREREPORTS 4¥ALOPT
(] Commercial anagemen CRE_CONTACT  Property and Leass Cortacts CREREPORTS CONTACTS
8 E:;::mz:‘:;:ﬁz;em CRE_EXPORT Transaction Export WEB_CREPROIC EXPORTY
(2] ForeSigrt CRE_FAZB FASH Report CREREPORTS FASBOPT
(] Generl Leclyer CRE_INVOICE Standard Invoice CREREPORTS PRMINY
(3 Job Cast CRELATECHG  Caloulste Late Charges CREREPORTS LATECHG
(2 LeaseFiow CRE_LEASE Lease Abstract CREREPORTS LEASEOPT
(] Maintenance Mansgement CRE_LEXPIRE Lease Expiration Report CREREPORTS LEXPROPT
{7 Project Management CRE_MAILMRG Contact Mail Merge List CREREPORTS MAILMERG
D Purchaze Order CRE_OBLGTN Leaze Obligation Report CRELEASEQR OBEXPOPT
- D Residertial Management CRE_PCTGRENT Process Percentage Rernt WEB _CREPROC PCTGRENT
D Vigvwpoint D CRE_PCTRNTWH Percent Rent Worksheet
[ Custom Repaﬂi/ CRE_PROPERTY  Praperty Ahstract CREREPORTS PROPOPT
423 Al Reports CRE_PROPINY Property Listing CREREPORTS PRLSTOPT
CRE_RENEWORT Availahle Renewal Options CREREPORTS REMEANCPT
I cRe_RENTROLL Rent Rall
CRE_SALESSUM Percent Rent Sales Report CREREPORTS PCRNTSLS
CRE_SECTRACK  Security Depost Tracking CREREPORTS SECDRORT
CRE_SLSSIM Sales Summary Report CREREPORTS PRENTOPT
CRE_SLESUM3M Sales Summary 3 Morth Trend Report CREREPORTS PRTIMOPT
CRE_SLSSUMIY Sales Summary 3 Year Trend Report CREREPORTS PRTIYOPT
CRE_SLSSUMTP Sales Detail Report CREREPORTS PRENTOPT
D CRE_TRAMMNG Transaction Incuiry
CRE_TRANSTRM Expenzeincome Analysis Report CREREPORTS EIAOPT
CRE_TRANUPOT Tranzaction Update List WEB_CREPROC. TRANUPDT
D CRE_TRANUPDYX Tranzaction Exception List j

This will open the Web Reports window.

a folder in the left window to look for the report you desir.
web enable. Select that folder to open the list in thefigh

You will need to select

wirglow.
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We have 3 columns to look

Web Enable Reports

at:
Report ID

Feport Id Feport Mame 1hiek F'agle
|:| ADYSECUSERS U=zer Class Listing for Advanced Security
AH_CERTLET Certification Listing

D CLASSRPT Advanced Security Class Defintions Rep...

Report Nam{®cre_svarorr

Web Page

CRE_COMTACT
CRE_EXPORT
CRE_FASH
CRE_IMNWOICE
CRE_LATECHG
CRE_LEASE
CRE_LEXPIRE
CRE_MAILMRG

Al 2vailable Options
Property and Lease Contacts
Tranzaction Export

FAZB Report

=tandard Invoice

Calculate Late Charges
Lease Abstract

Leaze Expiration Report
Cortact hMail Merge List

CREREPORTS AWAILOPT
CREREPORTS.COMTACTS
WEB_CREPROC EXPORTY
CREREPORTS FASBOPT
CREREPORTS.PRMIMY
CREREPORTS LATECHG
CREREPORTS LEASECQPT
CREREPORTS LEXPROPT
CREREPORTS MAILMER

Report ID must be checked to web enable a report,

report to give it runtime options.

and there must be a Web Page associated with them .
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Web Enable Reports

Adding a Web Page

Right-click on the report for which
you want to add a Web Page,
select Edit, and this will open a
new window where you can add

X
Report Name: [#/EB_RMERCPTS I™ hiti Report
Description: |RM EBstch Receipts
Application: IResidenﬁal Maragement j
Categary: I Transactions j
‘Wizh page cortaining run time options: Eemov?
Group: || _I

Page: I

If all repoarts have the same base table for selection specifiy it here:

Ctherwise list the reports separated by & comma:

[~ Block from eppeating an Personslize Reports!

Ok | Cancel |

. Web Reports

Role: |21 Roles i

Checked reports will be

=0l =

availakle on the vweb, Right mouse click on report for options.

=-{3 =
(1] Accounts Payable

{1 Advanced Retai

FH-{Z] Atfardable Housing
-] Base Product

{1 Commercial Management
D Corporate Management
] Facilty Management
#-{_]] ForeSight

{0 Genersl Ledger

-] Job Cost

({1 Mairtenance Management
D Project Management
-1 Purchase Order

{1 Residential Management
B “iewspoint b
a Custom Repaorts j

Search I

Report Id

Report Mame | Wieh Page |

O MRI_ARSTMTH
MRI_FASBLHIS
O WRI_JCBUDCON
OwrI_JCBUDHIS
OwRI_LDR&WDTL
O wRI_LOANDR &
MRI_RCRPTS
MRI_RFRPTS
MRI_RMLEASE

Save | Cancel |

Standard Maorthly AR Statement (Mufi-cu...
FASB13 Leaze History

Budget Compared to Contract Details

Job Cost Budget History Report

Job Cost: Loan Draw Detail

Job Cost: Partial Loan Drawy Repart
Recurring Charge Reports

Revenue Forecast Reports

Leaze Agreemert
I

Add Wirtual Report
Delete Wirkual Repork:

WWEB_CMRPTS FASBLHIS

WWEB_CMRPTS RENT
WEB_CMRPTE REVFCET

R EBstch R

Rales

Assign selected|reports to a role
Remove a role from selected reports
Remove all roles from selected reports

Under the section: Web page containing runtime
options, you can link the web page with the desired

runtime options.
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Best Practices

In this section we will cover best practices for the
following topics:

User Access Setup

Menu Setup

Reports

Tables

Additional Tips and Tricks

m\
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User Access Setup

® Keep it simple. The simpler the security roles, the
simpler the troubleshooting.

® Multiple security roles can be assigned to a user but
limit to 5.

® Make security roles descriptive. For example: Property
Manager, AP Clerk, Leasing Agent, etc.

® Only one Entity, Property, Project class, or Site ID can
be assigned to a single user. Site ID and Entity Class
can be assigned together to work as a double filter.

® Adding a Site ID, Property class, Project class, or Entity
class to a user will not allow them to add new entities to

the database. m .

REAL ESTATE SOFTWARE



Menu Setup

® Create separate security roles for Web access vs.
Windows access.

® Menu access is the best place to start for building
security. By turning off access to certain modules you
can control much of security.

® \When changing to a custom menu for a security role
that already has menu settings, all settings will be lost.

@ After setting up Web menu security and saving it, you
can archive these settings. This might be useful if your
web security gets corrupted.

m\
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Reports

Not all reports are just reports; some update data or trigger
executables.

Granting global access to a role for reports will automatically add
any newly created reports to their access.

If a report designer does not have global access to reports, once
the report has been saved, they will not be able to see It.

m\
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Tables

® Some tables cross modules and functions.

® [t is recommended that you start by granting view access to
tables, then if there is a need for access beyond View try
Update and Add before granting Full access.

® Field level security can be assigned for each table to further
control security, though you only have Full, View, and Hide

as options.
= 0]l aAH AHZIEHIST Excess Incame Report Histary
& (F [ |H |Field Mame | Description
] L] [ CONTRACTHO  Contract Murmber
=[] ] ] PERIOD Period
=] [ [ RMPROPFID Property |1d
e L] L) [ EXCESSAMT Excess Incame Amaunt
) ) ) AMTRETAIMED  Amount Retained for HUD approved purpose
=] [ [ DATEPROCESS  Date 236 Report Run
=0 ] ] INvOICE AP [rvaice Mumber
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Additional Tips and Tricks

® Everytab in a security role must have at least 1 property defined, or a corrupt
security class may result.

® The more roles or classes in your database, the more it will impact your
performance.

® Sometimes modular security is the best solution for complex security needs.

® Recommend Entity, Property Access, Project Management Access, and Basis
Access be set to global access. Access can be managed with separate entity
classes which are more effective and have less impact on performance.

® For MRI 4.0 versions and older (3.0, 2.X, etc) the highest access that is granted
wins. So if two security classes are assigned to a user, and one grants view
access to the BANK table, and another grants full access to the BANK table, the
user will have full access.

® Customized menus, views, and tables can break security. If one is involved look

there first.

REAL ESTATE SOFTWARE

® Understand your security needs before you begin building out security.



Course Summary

In this course you learned the following:
— Basic Security Console functions
— Security Roles and Entity Class configuration
— Differences in Windows and Web Security
— Adding a User
— Assigning security to a user
— Entity class and Site ID interaction
— Best practices for security

M\
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